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Reserve Bank of India vide notification dated September 25, 2025, has issued Reserve

Bank of India (Authentication mechanisms for digital payment transactions)
Directions, 2025

» Reserve Bank of India (Authentication mechanisms for digital payment transactions)
Directions, 2025 provides a new set of principles for securing digital transactions across

India, replacing previous circulars related to card transaction security.

» Analysis:

% The directions establish mandatory security standards for authorizing digital

payments, effective by April 01, 2026.

% Key highlights are:

e All digital payment transactions must be authenticated by at least two distinct
factors of authentication.

e For all non-Card Present (CNP) transactions, at least one of the two factors must
be dynamically created or proven and unique to that transaction. This ensures
against replay attacks.

e Theauthentication factors must be robust, meaning the compromise of one factor
does not affect the reliability of the other.

e Issuers may offer a choice of authentication factors to customers, which can
include passwords, PINs, biometrics (like fingerprint or Aadhaar-based), or
software tokens, as long as they comply with the two factor authentication

directions.
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e Issuers can use behavioral and contextual parameters (e.g., location, user

patterns) to identify high-risk transactions and may apply additional checks
beyond the minimum two factor authentication.
e C(Card issuers must establish a validation mechanism for non-recurring, cross-

border Card Not Present (CNP) transactions by October 01, 2026.

The guidelines apply to all entities regulated by the RBI that are part of the digital
payment ecosystem. The guidelines on authentication mechanisms for digital
payment transactions have a broad impact across the financial and technology
sectors. The primary group affected is Financial Institutions, which includes all
banks and non-bank entities that act as Issuers, meaning they maintain the
customer's account, credit line, or prepaid instrument. Beyond the direct issuers, the
entire Payment Ecosystem is impacted, covering all Payment System Providers and
Participants, such as major card networks, various payment aggregators, and fintech
companies that are involved in processing transactions. Finally, the directives place
a significant burden on Technology/Risk Professionals, who are responsible for
developing and maintaining the robust authentication mechanisms, establishing
comprehensive risk management policies, and ensuring strict adherence to broader
data privacy laws, particularly the Digital Personal Data Protection Act, 2023.
Ultimately, these requirements affect Customers (both individuals and businesses)
who rely on digital payment transactions, including both online (Card Not Present

or CNP) and physical (Card Present) transactions.

> The notification is attached herein.
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